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Abstract—Zero-knowledge succinct non-interactive arguments
of knowledge (zkSNARKSs) are powerful cryptographic tools
for certifying the correctness of computations with short
proofs, fast verification, and zero-knowledge privacy guaran-
tees. However, most existing ZkKSNARK schemes support arith-
metic only over finite fields defined by large primes or their
extensions. This creates substantial overhead when proving
computations written in high-level programming languages,
which typically operate on fixed-width integer types such as
32-bit and 64-bit integers.

In this paper, we introduce NENYA, the first practical
SNARK scheme that supports native arithmetic over the inte-
ger ring Z /2" 7. At the core of NENYA are new reductions from
rank-1 constraint systems (R1CS) over Z/ 2*7 to constraints
over Galois rings via reverse multiplication-friendly embed-
dings (RMFEs). We also design a polynomial commitment
scheme based on suitable classes of error-correcting codes,
which supports well-formedness checks and packing rotations
on committed witnesses essentially for free, resulting in sub-
linear verifier time.

Experimental results demonstrate that NENYA achieves
strong concrete performance. For a rank-1 constraint system
of size 2%° for data-parallel computations over 32-bit integers,
NENYA achieves a prover time of only 4.8 seconds. This is four
orders of magnitude faster than the state-of-the-art SNARK
scheme over Z/2°Z, and only 1.06x slower than a SNARK
over a field with the same number of constraints. For general
computation, the prover time of NENYA is 34.6 seconds. More-
over, for proving pixel-level image transformations that arise
in media-provenance workflows, such as filtering that operates
natively modulo 28, NENYA proves the same computation 12 x
faster than a field-based SNARK.

1. Introduction

Zero-knowledge succinct non-interactive arguments of
knowledge, or zkSNARKSs, have seen remarkable devel-
opment in recent years. A zkSNARK enables a prover to
convince a verifier of the correctness of a computation over
a secret witness, while revealing nothing beyond the validity
of the statement. zZkSNARKSs have found broad applications
in areas such as blockchains [1], [37], machine learning [3],
[25], [33], [41], [43], [46], and photo authenticity [21], [34].
However, most existing zkSNARK constructions model
computations as arithmetic circuits with additions and mul-

tiplications over large prime fields or extension fields. In
contrast, real-world programs written in high-level program-
ming languages typically operate on fixed-width machine
words, such as 32-bit and 64-bit integers. This mismatch
can introduce substantial overhead when compiling such
computations into zkSNARK-compatible circuits, as native
integer operations must be emulated using field arithmetic,
and may also lead to a loss of fidelity when computations
are reformulated using finite-field arithmetic.

The major challenge of building zkSNARKSs that support
32-bit and 64-bit integers natively lies in the small residue
characteristic of these integer rings. Randomized testing
and the Schwartz—Zippel lemma [38], [48] are essential
techniques in modern zkSNARKSs. However, applying them
over the integer ring Z/2*7Z yields a large soundness error
of % compared to 1 over a large prime field F,,. One line of
research addresses this issue using the technique of reverse
multiplication-friendly embeddings (RMFEs) [11], [31]. An
RMFE packs multiple elements of Z/2¥Z into a Galois ring
GR(2%,d) such that the soundness error of the Schwartz—
Zippel lemma is reduced to 2% However, existing schemes
resulting from this research line remain impractical due to
the high overhead of the reductions between constraints over
Z/2*Z and GR(2*, d), and the additional checks introduced
by the reductions.

Our Contributions. In this paper, we develop the first
concretely efficient SNARK scheme that supports native
arithmetic over the integer rings Z/2%Z using RMFEs. To
make this approach practical, we introduce the following
technical contributions:

« First, we propose new reductions that efficiently transform
rank-1 constraint systems (R1CSs) over Z/ 2%7, into con-
straints over GR(2¥, d) using RMFEs. We provide three
variants tailored to different computation models: single-
instruction-multiple-data (SIMD) computations, multiple-
instruction-multiple-data (MIMD) computations, and gen-
eral computations, in decreasing order of efficiency. Our
reductions only require degree-2 RMFEs. Compared with
existing reductions, such as those of [16], our reductions
achieve improved packing parameters, leading to better
concrete efficiency.

e Second, we propose an efficient polynomial commitment
scheme (PCS) over Galois rings. The scheme is based
on interleaved codes and follows the construction of [5],
[27]. The key technical innovation is that for suitable



classes of error-correcting codes, such as those lifted from
binary codes, the PCS supports image checks, kernel
checks, and rotation checks on committed polynomials
essentially for free. This eliminates a major bottleneck
in previous reductions for R1CS over Z/2*Z. This also
enables sublinear-time SNARK verification in the holo-
graphic setting with preprocessing, as previous versions
of these checks required linear verification time.

For an RI1CS of size n, the prover time of the resulting
SNARK scheme is O(n), the proof size is O(y/n) and
the verifier time is O(y/n) (in the holographic setting).
The scheme has a transparent setup and is plausibly post-
quantum secure.

o Finally, we fully implement our scheme, NENYA, and
benchmark its performance. For an RICS of size 22°
for SIMD computations over 32-bit integer arithmetic,
NENYA achieves a prover time of only 4.8 seconds with
multi-threading. This is more than four orders of magni-
tude faster than the prior scheme in [31], and only 1.06 x
slower than a SNARK for an R1CS of the same size over
a field! For MIMD computations of size n = 225 the
prover time of NENYA is 9.6 seconds, and for general
computations it is 34.6 seconds. To further demonstrate
the advantages of NENYA, we implement an image-
filtering algorithm using native arithmetic modulo 2%. For
this computation, NENYA proves up to 12x faster than
a SNARK over a prime field. Our code is available at
https://github.com/tnyuzg/nenya.

1.1. Related Work

The most relevant prior works are [11], [16], [31].
Jia et al. [31] proposed a PCS over Galois rings. Combined
with a constraint system from [16] that packs many Z /27
elements into a Galois ring through an RMFE, they built a
SNARK for RICS over Z/2*Z. Our scheme improves upon
these works in several aspects. First, the major overhead
of prior schemes comes from the submodule checks on the
committed witnesses, such as the image and kernel checks,
as not every Galois ring element is a valid packing of the
base ring elements via RMFE. Prior works [16] perform the
checks at the PIOP level via random linear combinations,
which add O(An) work to both the prover and the verifier.
Bootle et al. [11] reduced the verifier time of this approach
from linear to sublinear using structured randomness, but the
overhead on the prover remains the same. In our scheme,
we shift these checks into our PCS (Section 5.2) and prove
that they are essentially for free. This makes our prover
time linear and the verifier sublinear in n, which are also
concretely efficient.

Second, both schemes in [11], [31] rely on the R1CS
reduction in [16], which originally works over Z,, but can
be adapted to work for Z/2*Z. Our reductions significantly
improve upon that in [16], with smaller commitment size
and only degree-2 RMFEs (Section 4). Moreover, the reduc-
tion in [16] relies on a kernel check on the summation of the
packed elements in Z/2*Z. It is not clear how to perform
the check efficiently. Our reduction uses a rotation check,

which is supported by our PCS again for free. With these
improvements and additional optimizations, we develop the
first practical SNARK scheme for Z/2%Z using RMFEs,
while these prior works were mainly of theoretical interest.

zkSNARKS over rings. In addition to these schemes using
RMEE:s, there are other prior works on building zkSNARKS
over rings. For the information-theoretic part, the Schwartz—
Zippel lemma was extended from fields to rings through
the notion of unit-separated sets [9], which in turn allows
the sumcheck and GKR protocols to be carried over to
rings [12], [18], [40]. On top of these, the standard PIOPs
such as Libra, HyperPlonk, and Spartan have been restated
over rings [30], [31], [42]. Most of these works remain the-
oretical, with no implementations or impractical efficiency.

For the cryptographic part, three families of com-
mitments have been generalized to rings. Rinocchio [24]
adapted the pairing-based SNARK of Pinocchio [36] to rings
via cryptographic ring encodings. Lattice-based polynomial
commitments or folding schemes [8], [10], [35] are native
to rings, but mostly to specific polynomial rings with large
residue characteristic, rather than the integer ring Z /27 we
target. Hash-based polynomial commitments are the most
relevant to our work. Proximity gaps are generalized from
fields to rings for general linear codes [30], [42] and for
Reed-Solomon codes [31], with a new distance analysis of
the code over Galois rings [44]. We follow the same PCS
based on interleaved codes over Galois rings, but propose
submodule and rotation checks that are critical for building
SNARKSs using RMFEs.

Instead of building a SNARK over rings directly, some
works reduce a relation over a ring to a relation over a
field and then use a field-based SNARK. Such reductions
translate cyclotomic-ring arithmetic to a field through the
CRT [14], and integer and rational relations to a field using
PIOPs [26]. These techniques are not directly comparable to
ours, as we primarily focus on reductions utilizing RMFEs.

2. Technical Overview

We will use bold lowercase for vectors (a) and bold up-
percase for matrices (A). Throughout, the R1CS is defined
over the base integer ring R = 7/2*7 and the proof system
is built over the Galois ring S = GR(2*,d) = R[X]/(f).
where f has degree d and is irreducible modulo 2; we write
elements of S with a hat, as in a.

NENYA proceeds in three steps, as shown in Figure 1.
First, we reduce an R1CS of size n over R to a packed
RICS over S, i.e., an RICS over S together with a few
extra relations, via a multiplicative packing (RMFE [15]).
The extra relations are specific to the packing: image and
kernel relations and, for general R1CS, a rotation relation.
Second, we reduce the packed RICS to queries to the PCS
via a Spartan-style polynomial IOP (PIOP) generalized to .S,
with sumchecks tailored to rings. Third, our PCS answers
these queries and checks the image, kernel, and rotation
relations directly on the committed values, at no extra cost.

Step 1: Reduction using Multiplicative Packing (Sec-
tion 4). A degree-2 multiplicative packing is a pair of
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R-linear maps ¢ : R* — S and ¢ : S — R" with
Y(a-b) =aob for ad = ¢(a) and b = ¢(b): after packing,
one multiplication in S acts as « multiplications in R (our
implementation uses x = 32 and d = 128).

A multiplicative packing further requires ¢(1) = 1, so
1 o ¢ is the identity, which implies S = Img(¢) © Ker(v)):
every s € S splits into an image component and a kernel
component. In a suitable basis (Figure 2), these components
have x and d—k coordinates, respectively. A packed element
a has image coordinates a and zero kernel coordinates, i.e.,
it satisfies the image relation a € Img(¢). After multiplying
by another packed element b, the image coordinates become
aob, but the kernel component is in general nonzero; we call
it the error é, and the kernel relation requires é € Ker ().

Hence a o b = c becomes a - b = ¢ + ¢é, with the
image relation on a, b, ¢, and the kernel relation on é. Both
are needed: without the kernel relation, any ¢ passes, and
without the image relation 1)(a-b) need not equal ¥ (a)ot)(b).

An RICS (Aw) o (Bw) = Cw divides into the multi-
plication relation aob = c and the linear relations @ = Aw,
b = Bw, ¢ = Cw. The multiplication relation is entry-wise,
so it matches the packing directly and reduces as above. The
linear relations, however, mix entries of w, so how they
carry over to .S depends on which entries we pack together,
giving three variants. For SIMD circuits (x copies of one
sub-circuit), we pack the s copies of each witness entry;
the sub-circuit matrix Ag,, is over R, so a = A, W holds
exactly. For MIMD circuits (x different sub-circuits), we

also pack the  sub-circuit matrices, entry by entry, into a
matrix A over S, so each linear relation gets a kernel error:
Aw = a + é4. For general circuits, we pack consecutive
blocks of w. Since a x X s block of A mixes slots, the
diagonal method of Halevi and Shoup [29] rewrites it as
slot-wise products with the « rotations of the block, giving
oo ]f)ff)ﬁ(z) = a + é* for packed diagonals ]5%) and the
rotation relation pi*) = L,(W) for a public R-linear map
Ly. Every product has at most two packed factors, so a
degree-2 multiplicative packing suffices.

Step 2: PIOP (Section 4). The arithmetic relations, i.e., the
multiplications and linear relations, are polynomial identities
over S, so a Spartan-style PIOP [39] proves them, using
challenges from the Teichmiiller set of .S. The image, kernel,
and rotation relations are only R-linear and are not naturally
captured by polynomial identities over S, so we defer them
to the PCS, which handles them natively (Step 3).

Step 3: PCS (Section 5). An interleaved-code PCS [5], [27]
carries over to .S with minor changes: the prover encodes the
rows of the evaluation matrix and commits to the columns,
and the verifier checks row combinations against ¢ opened
columns. Two obstacles remain: lifting a code to a Galois
ring usually needs a new distance analysis and an encoder
that multiplies in .S, and the PCS must natively check the
image, kernel, and rotation relations deferred from Step 2.

We resolve both in a unified way. We lift any binary
code to S in a black-box way by applying its generator
over S; the lifted code keeps the rate and relative distance §
of the binary code, and its encoder never multiplies in S, so
encoding stays efficient. Moreover, the lifted code respects
the structure of S: it keeps its distance not only in the usual
Hamming sense but also with respect to any complemented
submodule M C S, i.e., one with S = M & M’ for some
submodule M’. Since both Img(¢) and Ker(y)) are such
submodules, the submodule check (Section 5.2) only tests
that each opened entry lies in the submodule: a single entry
outside it spreads to a & fraction of the columns, so the
t opened columns catch it. The lifted code also respects
R-linear maps on S: since its generator matrix has entries
in R, encoding commutes with applying any R-linear map
L to each coordinate. Hence the commitment to W also
serves as a commitment to L(w), as the verifier can apply
L to the opened entries before the consistency test. With the



rotation maps L, of Step 1, this virtual PCS (Section 5.3)
handles the rotation relation without committing to the
rotated witnesses.

3. Preliminaries

Notation. We write [n] := {0,1,...,n — 1} for an index
set, and a <+ FE for a uniform draw from a finite set
E. For an integer i € [2¥], bin(i) € {0,1}* denotes
its k-bit binary representation. Vectors are bold lowercase
(a,w,...) with i-th coordinate a; in italics, and matrices
bold uppercase (A, B, C); aob is the entrywise (Hadamard)
product and (a,b) the inner product. We write A for the
security parameter and call a function negligible, denoted
negl(A), if it decreases faster than any inverse polynomial
in \; P and V denote the prover and verifier.

3.1. Galois Rings

We work over Galois rings, a family of finite rings
containing both the prime-power residue rings Z,,» and the
finite fields Fa as special cases. We focus on the case of
p = 2, though our techniques apply to any prime p. Unlike
fields, Galois rings have zero divisors when k > 2, which
is the central obstacle when using field-based soundness
arguments. We therefore replace the notion of “distinct
points” in field arguments with the unit-separated set, re-
alized concretely via the Teichmiiller set over Galois rings.

Definition 3.1 (Galois ring). Let p be a prime and k,d > 1.
Let f € Z,x[X] be monic of degree d with f := f mod p
irreducible in F,[X]. The Galois ring of characteristic p*
and rank d is

GR(p",d) = Zy[X]/ (F(X)).

Proposition 3.2 (Structure of Galois rings). Let GR =
GR(p*,d). Then GR is a finite commutative local ring
with unique maximal ideal m = (p) and residue field
GR/m 2 Fpa. The units are GR* = GR \ m. As special
cases, GR(p,d) = Fpa and GR(p*,1) = Z.

3.1.1. Unit-Separated Sets. In field-based zkSNARKs,
soundness depends on the size of the field where the random
challenges are sampled. Over rings, the unit-separated set Ef
plays this role, so the soundness depends on |E)|.

Definition 3.3 (Unit-separated set). A finite subset £ =
{e1,...,en} C GR is unit-separated (also called an excep-
tional set or sampling set) if e; — e; € GR™ for all i # j.

This notion is vacuous for fields since every two distinct
elements are unit-separated, but zero divisors of rings make
this nontrivial. The canonical unit-separated set of a Galois
ring is:

Definition 3.4 (Teichmiiller set). The Teichmiiller set of
GR =GR(p*,d)is T := {z € GR: o’ = x}.

Proposition 3.5 (Properties of the Teichmiiller set). Let
GR = GR(p",d), and let T C GR denote its Teichmiiller

set. Then: (1) T = {0} U T* where the cyclic group
T = (W) = {Lw,...,w”" "2} has order p® — 1, so
|T| = p% (2) the residue map R — F,a restricts to a
bijection T — Fya; (3) T is unit-separated, and every
unit-separated subset of R has size at most |T| = p.

3.1.2. Polynomials over Galois Rings. Polynomials over a
Galois ring behave much like those over a field, except that
zero divisors can collapse degrees; for example, (2X)% = 0
in Z4[X]. We use two kinds of interpolation: univariate
Lagrange interpolation, which builds the packing of Sec-
tion 3.3, and the multilinear extension, the arithmetization
behind sumcheck and the commitment scheme. Both, like
the bound on how many roots a polynomial can have, rely
on dividing by differences e; —e; of the evaluation points, so
those points must be unit-separated — then the differences
are units.

We first introduce Lagrange interpolation of univariate
polynomials over Galois rings, which is used to instantiate
the multiplicative packing.

Proposition 3.6 (Lagrange interpolation). Let E =
{e1,...,en} C GR be unit-separated. For any values
ai,...,an € GR there is a unique f(X) € GR[X] of de-
gree < N with f(e;) = a;, namely f(X) = Zf\il a; Ui (X),
where the Lagrange basis £;(X) = [[, f:z; is well-
defined, since each e; — e; is a unit, and satisfies {;(e;) =
5ij~

We then introduce the multilinear extension over the
Boolean cube, used to arithmetize the statement for sum-
check and the commitment scheme. Since {0,1} is unit-
separated in any ring (1 — 0 € GR™), interpolation on the
cube {0,1}* is unconditional; a polynomial is multilinear
if it has degree at most 1 in each variable.

Proposition 3.7 (Multilinear extension). Every function
[+ {0,1}* — R has a unique multilinear extension
[ € GR[Xy,...,X,] agreeing with f on {0,1}*, namely
f(x) = Zhe{o,l}# f(h)eq(x, h), where the equality poly-
nomial eq(z,h) = [, (hizi + (1 — hy)(1 — ;) is
multilinear in x and equals 1[x = h] on {0,1}*.

When the context is clear, we drop the tilde and write
a(X) for the multilinear extension of a vector a, and
A(X,Y) for the bilinear extension of a matrix A.

Lemma 3.8 (Schwartz—Zippel over rings). Let E C GR be
unit-separated, and let 0 # f € GR[X1, ..., X,] have total

degree at most deg(f). Then Pro pu|[f(a) =0] < deﬁT({)'

3.1.3. Modules and Linear Codes over Rings. A module
over the ring GR is the ring analogue of a vector space over
a field: an abelian group on which the base ring GR acts as
scalars. It is free of rank k if it has a basis of k elements,
that is, M = GR". Galois rings are free over their base:
GR(p",d) is a free Z,.-module of rank d, and GR(p*, d’)
is free of rank d’/d over GR(p*,d) whenever d | d'. A
submodule of M is a subset closed under addition and the
GR-action, the analogue of a subspace.



A submodule is complemented if it can be cleanly split
off from the module as an independent direct-sum piece.

Definition 3.9 (Complemented submodule). A GR-
submodule V' of a GR-module M is complemented (a direct
summand) if M =V ®W for some GR-submodule 1¥; that
is, every x € M decomposes uniquely as z = v + w with
veVandweW.

A linear code over GR is the ring analogue of a
linear code over a field — a subspace of F™ there, a
GR-submodule C € GR™ here, presented as the image
C = {Gm : m € GR"} of a generator matrix G € GR"**
acting on messages m € GR". The Hamming weight A(c)
counts the nonzero coordinates of ¢, the minimum distance is
Amin(C) := mingzeec A(c), and with length n and message
length k the rate is p := k/n and the relative distance is
§ := dmin(C)/n.

Code-based polynomial commitment schemes rest on the
proximity gap of a linear code: a collection of vectors is ei-
ther jointly close to the code, or a random linear combination
of them is far from the code with high probability, with no
middle ground.

Theorem 3.10 (Proximity gap over rings [42]). Let
uy,...,up € R" and e > 0. If the tuple (w;)icpy is
more than e-far from the interleaved code Ct, that is,

AZ((Ui)ie[e]aCe) > e, then

i Wi etl
”‘EYE‘K {A(Zze[l] rl ul7 C) S e] S IE‘ .

For general linear codes, e can be up to %".

3.2. zkSNARKS

A zkSNARK for an NP relation R is a succinct non-
interactive argument of knowledge: complete, knowledge-
sound, succinct (proof size and verification sublinear in the
witness), and zero-knowledge. The standard recipe builds
one from two components: a PIOP, which proves the state-
ment using polynomial oracles, and a PCS, which realizes
those oracles. We target R1CS relations. We primarily focus
on building a SNARK for an RICS over a base ring R
(for example, R = 7Z/ 2%7). The scheme can be made zero-
knowledge via standard compilers [5], [19], [45]. Formal
definitions are deferred to Appendix A.

3.2.1. R1CS over Rings. The rank-1 constraint system
(RICS) is the standard NP-complete relation, indexed by a
triple of matrices A, B, C € R™ " that encodes the circuit
structure:

RRICS .— {weR"|(A-w)o(B-w)=C-w},

where each row in A,B,C is sparse due to the local
structure of the circuit. An R1CS relation splits into two sub-
relations. The multiplication relation captures the constraints
between the left input, right input, and output of every
multiplication gate:

RB .= {a,b,c€ R"|aob=c},

and the linear relation connects a, b, ¢ to the witness w via
the addition gates encoded in A, B, C:

Ry ={w,a,b,ceR"|a=Aw, b=Bw, c=Cw}.

3.2.2. Polynomial Interactive Oracle Proof over Rings.
In a polynomial interactive oracle proof (PIOP), the prover
sends polynomial oracles that the verifier queries at points
of its choice.

The central PIOP is sumcheck: it reduces a claim about
the sum of a low-degree polynomial over the Boolean
hypercube to a single evaluation at a random point, and
it transfers to rings once challenges are drawn from a unit-
separated set.

Theorem 3.11 (Sumcheck over rings). Let g €
GR[X1,...,X,] have degree at most d in each variable,
and let E C GR be unit-separated. The sumcheck protocol
reduces a claim about Zhe{o,l}# g(h) to a single eval-
uation g(r) at a random v < E* in time O(ud), with
soundness error at most ud/|E|.

In round i, the prover sends the univariate polynomial
9i(X) = Ypeqoayu-i9(r,...,ri—1, X, h); the verifier
checks ¢;(0) + g;(1) against the claimed sum when i = 1
and against g;_1(r;—1) otherwise, then replies with a fresh
challenge r; <— F. After i rounds, one evaluation of g at
(r1,...,7,) settles the claim. The soundness error is the
field bound with |E| in place of the field size: each round
fails with probability at most d/|E| by the Schwartz—Zippel
lemma over rings (Lemma 3.8).

3.2.3. Polynomial Commitment Scheme over Rings. A
polynomial commitment scheme (PCS) over a ring R is a
tuple (Gen, Commit, Open, Eval): Gen(1*) outputs public
parameters; Commit maps a multilinear polynomial f &€
R[X4,...,X,], given by its 2# evaluations on {0,1}",
to a short commitment cm; Open verifies that cm is a
commitment to a claimed f; and Eval is a succinct argument
that f(z) = y at a verifier-chosen point z € RM. Its
completeness, knowledge soundness and zero-knowledge
are defined similarly to those of a zZkSNARK, and we omit
the formal definitions. We use a PCS based on interleaved
codes, and the protocol over Galois rings is in Section 5.

3.3. Multiplicative Packing

Multiplicative packing ¢, also known as a (degree-D)
reverse multiplication-friendly embedding (RMFE), packs
multiple elements of the small ring into a single element
of the large ring while preserving multiplicative structure to
some extent.

Definition 3.12 (Degree-D multiplicative packing). Let p be
a prime and let k, k, do, d;, D > 1 be integers. A pair (¢, ©)
is called a degree- D multiplicative packing from GR(p*, dy)
to GR(p*, d;) with packing size , if the packing

¢ : GR(p*, do)" — GR(p", dy)



and the unpacking v : GR(p*,d;) — GR(p¥,dy)" are two
GR(p”, dy)-linear maps such that

b(p(@1) - $(aa) -+~ p(awp)) =@y 0@y 00 @p,

for all @1,x5,...,2p € GR(p*,dy)*. Additionally, we
require ¢(1) = 1.

The definition of degree- D multiplicative packing can be
extended to general algebraic objects, though we specify it
over Galois rings for simplicity. Throughout the subsection,
R := GR(p*,do) denotes the small ring in which the
witness in the original relation lives and S := GR(p*, d;)
the large ring in which the packed witness in the reduced
relation lives. We adopt the convention that hatted symbols
denote elements of .S and unhatted symbols denote elements
of R; that is, ¢ : R® — S maps x — 2.

Moreover, the image of the packing and the kernel of
the unpacking are complemented submodules:

Lemma 3.13 ([32]). Let (¢,) be a degree-D multiplicative
packing from GR(p*, do) to GR(p", d1) with packing size k.
Then GR(p*, dy) is the direct sum of Ker(1)) and Tmg(¢).
That is, GR(p*,d;) = Ker(¢)) ® Img(¢).

The packing rate ry := % characterizes the com-

pactness of the packing, which can be asymptotically con-
stant, as captured by the following lemma:

Lemma 3.14 ([23]). There exists a family of degree-D
multiplicative packings from Zo. = GR(2F,dy = 1) to
GR(2%,dy) with packing size k such that, for all k > 1,
ry — Cp as Kk — oo, where Cp is a constant depending
on the degree D.

3.3.1. Reduction of the Multiplication Relation. We typ-
ically consider only the degree-2 multiplicative packing,
which we argue is the most efficient one for designing
zkSNARKS. Assuming a degree-2 multiplicative packing
(¢,4) with packing size x and assuming x | n, the mul-
tiplication relation, which is defined by the element-wise
product:

R = {a,b,c€ R" |aob=c}

reduces to the conjunction of three relations over S: a
multiplication relation with error, an image membership, and
a kernel membership.

RO = {a,bé,ec SV | aob = é+eé},

R = {&ec SV | &elmg(e)/"},
RE" = {e€ S | &eKer(u)"/"}.

The full reduction results in R together with R ap-

plied to each of a, b, ¢ and R applied to é.

(a) SIMD (b) MIMD (¢) General

[ L] L]
Al Aq | ] E‘j ]
[&su b ﬁ D D[

rJ 1 DD
| A | A% [’_‘ ]
=
shared Agub, Bsubs Csub no block structure,
K identical blocks sparse rows

per-instance A;, B;, C;
K distinct blocks

Figure 3. Sparsity structure of the RICS matrix across the three computa-
tion models with packing size kK = 3.

4. Reducing R1CS Relations via Multiplicative
Packing and PIOPs

Our SNARK schemes are constructed in three steps: (1)
first, we reduce an RICS relation over a small ring R to
constraints over a large ring S via the multiplicative packing;
(2) second, we build a PIOP over S to check the constraints;
(3) finally, we compile the PIOP to a SNARK via a PCS
over S, which also handles additional checks such as image
and kernel checks on the committed witnesses.

We present the first two steps in this section, and the PCS
in the next section. We consider three types of computations:
SIMD, MIMD and general computations. The shapes of
their R1CS matrices are illustrated in Figure 3. Throughout
the paper, x denotes the packing parameter of the multi-
plicative packing ¢ : R® — S, the number of small-ring
elements packed into one large-ring element.

4.1. SIMD Circuits

The SIMD (Single Instruction, Multiple Data) R1CS re-
lation captures « identical sub-circuits evaluated in parallel,
where « is the degree of parallelism. The whole data-parallel
circuit is an RICS instance with block-diagonal matrices
A B,C € R"™", where A = diag(Agp,---,Asup) for a
sub-circuit matrix Ag,p € R™*™ with m := n/k (likewise
B, C). The witness w € R™ splits into x sub-witnesses
w; € R™. Equivalently, we can write it as

RIP = {{wi} CR™ | (Awbwi)o(Bsaupwi) = CoupW; }

which fixes shared sub-circuit matrices Agup, Bsub, Csub €
R™*™ across the « different witnesses {W; };c[.)-

Note that we use the same parameter x as the mul-
tiplicative packing parameter. However, our protocol can
handle any number of sub-circuits. First, if the number is
not a multiple of x, we pad it to the nearest multiple, 7k,
with dummy sub-circuits and witnesses. We then aggregate
T sub-circuits into one, resulting in x sub-circuits in total
with matrices Agyp, Bsub, Csup above. Our reduction only
utilizes the parallelism of x sub-circuits, but not their in-
ternal structures anymore. That is, any data-parallel circuit
with 7k sub-circuits can be trivially viewed as one with
larger sub-circuits. The same convention applies to MIMD
circuits.



4.1.1. Reduction of SIMD Circuits. Assuming the mul-
tiplicative packing ¢ : R® — S, we pack the x sub-
witnesses index-wise: for each index j € [m], we pack the
elements w; ; at the same index across the » sub-witnesses
w; into one large-ring element w; := ¢(wp j, ..., Wk—14),
resulting in the packed witness w € S”. We then reduce
the multiplication and linear sub-relations in turn.
Multiplication relation. Let a; := Ag,,-w;, b; := Bgyp-wy,
c; = Cgqp - w; € R™ for each i € [k]; the multiplication
relation in R3IMP is defined as a; o b; = ¢; for i € [k].
We pack them index-wise into d,I;,é € S™ in the same
way we packed w. The elements at the same index across
different instances form an element-wise product of length
K, a.j ob.; = c.;, which can be packed into a single
largAe-ring product a; - l;j = ¢ + é‘;‘”“, image membership
aj,bj,¢; € Tmg(¢) and kernel membership e € Ker(y))
via the reduction in Section 3.3. Applying it to all indices
J € [m] yields

aob=¢é+émtin §™,
This introduces a single auxiliary witness €™ and its kernel
membership é™!" € R’ The image membership a, b, ¢ €
R&*® comes for free from the linear relation below.

Linear relation. Since ¢ is R-linear and Ag,p, Bsub, Csub
have entries in R, packing commutes with the matrices:
a = Agp - W,b = Bgyp - Ww,¢é = Cgp - W. No auxiliary
witness is introduced in this step, but it requires one ad-
ditional image membership w € R, which implies the
image membership for @, b, & left open above.

4.1.2. PIOP for SIMD Circuits. Following the Spartan-
style PIOP [39], we encode the length-m vectors as multi-
linear extensions over {0,1}* (so m = 2") and apply the
sumcheck protocol to reduce the multiplication and linear
relations to PCS queries. For the image membership of W
and the kernel membership of é™!t e defer the checks to
the PCS.

Protocol 4.1: PIOP for RSMP

Public input: sub-circuit matrices Agyp, Bsub, Csub €
R™*™ m = n/k.

Witness: w € R".

1) Reduction. P computes w and é™'" and sends their
polynomial oracles to V.

2) Multiplication check. V sends a challenge T < E*,
and P and V run a degree-3 sumcheck (Theo-
rem 3.11) on

g1(z) = eq(T, ) (&(x)E(x) —&(x) — émuh(x)),
to reduce the claimed sum ) g:(z) = 0 to eval-
uations of a, b, é, é™! at r,, where r, « E*. P
sends v, Vp, V. as such claimed evaluations.

3) Linear check. V sends random batching challenges
Y4,vB,Yc + E, and P and V run a degree-2

sumcheck on

92(y) = (VaAsub(r2,y) + Y8 Bsub (T2, y)
+ 'YCCsub(rmv y)) ﬁ)(y),

to reduce the claimed sum }_ g2(y) = vav, +
YBUb + Yo, to evaluations of Ag,p, Bsub, Csup at
(ry,ry) and W at r,, where 7, < E/.

4) PCS queries. V queries é™!'(r,) and w(r,) and
evaluates Agyb, Bsub, Csup  at (75, 7y) to check
whether the claimed evaluations are correct. The
queries also check w € Img(¢)™ and eé™! €
Ker(¢)™ by the free submodule check of Sec-
tion 5.2.

Cost summary. The prover sends only two oracles, namely
w and the error é™! of size n/k, then runs a degree-
3 sumcheck for the multiplication check and a degree-2
sumcheck for the linear check, each over p rounds, and
answers the PCS openings. The verifier checks the two sum-
checks and the PCS queries, evaluating the shared matrices
Asub, Baub, Coub at (73, 7,). Because the sub-circuits are
identical, the matrices Agyp, Bsub, Csub are not packed via
the multiplicative packing, so they need no preprocessing
and the image membership of a, b, ¢ comes for free, which
makes SIMD the most efficient of the three variants.

4.2. MIMD Circuits

The MIMD (Multiple Instruction, Multiple Data) R1CS
relation captures ~ independent sub-circuits evaluated in
parallel, where x is the degree of parallelism. The whole
circuit is an RI1CS instance with block-diagonal matrices
A ' B,C € R"™™, where A = diag(Ay,...,Ax_1) for
distinct sub-circuit matrices A; € R™*™ with m := n/k
(likewise B, C). The witness w € R"™ splits into x sub-
witnesses w; € R™. Equivalently, we can write it as

REMP = {{w;} CR™ | (A;w;)o (Byw;) =C;w; }

for every instance i € [k]. Unlike SIMD, the sub-circuit
matrices A;, B;, C; differ across instances.

4.2.1. Reduction of MIMD Circuits. Using the multiplica-
tive packing ¢ : R® — S, we pack the k sub-witnesses
index-wise exactly as in SIMD: for each index j € [m)],
w; = ¢(wo,j, ..., Wk—1,;), resulting in W € S™. Since the
sub-circuits differ, we also pack the matrices index-wise: for
each entry (j,k), Ajx = &((Ao)jk, ..., (An—1)jx) € S,
giving A,B,C € S™*™. These are deterministic in the
public matrices and precomputed, and they remain sparse:
Aji # 0 only when (A;);r # 0 for some instance, so each
row inherits the sparsity of the sub-circuits. We reduce the
multiplication and linear sub-relations in turn.

Multiplication relation. The multiplication relation is iden-
tical to the SIMD case, as it depends only on the products
a; o b; = c¢;, not on the matrices. With a; = A;w;,
b; = B;w,;, ¢; := C;w; € R™ packed index-wise



into a,b,é € S™, collecting the per-index packings of
Section 3.3 yields aob = é+é™!  in S™. This introduces
a single auxiliary witness é™!" with kernel membership
Amult c chr

Linear relation. Unlike SIMD, the packed matrices
A, B, C have entries in S, so each product Awisa packed-
times-packed product and incurs an error. Applying the
reduction of Section 3.3 at each entry and summing over
the inner index,
Aw=a+eé?, Bw=b+eé’, Cw=eé+e°,
with é4,éP8 e¢ ¢ RX™. The prover therefore commits to
the packed vectors a,b,é and the three auxﬂiary errors
é4, éB éC. The image membership a, b ¢ € Rg* is no
longer free as in SIMD, because the matrices act over S
img

rather than R; it must be checked alongside w € Rg*~.

4.2.2. PIOP for MIMD Circuits. The PIOP for MIMD
circuits mirrors the SIMD one, with the linear check now
over the packed matrices A, B, C and three additional error
oracles for é”,é8, e and three intermediate trace oracles
a,b,é with corrcsponding membership checks. The full
description is given in the full version.

Cost summary. The prover sends eight oracles, namely
W, a,b, é, and the four errors é4, éB, €, em™!t, all of size
n/k, thcn runs a degree-3 sumcheck for thc multiplication
check and a degree-2 sumcheck for the linear check, each
over p rounds, and answers the PCS openings The verifier
checks the two sumchecks and the PCS queries, evaluating
A,B, Cat (r,,r,). The packed matrices A, B, C € §™*™
are computed once in preprocessing by packing the public
sub-circuit matrices index-wise.

4.3. General Circuits

The general RICS relation RY'S has no parallel struc-
ture to exploit. We use the diagonal-order trick of Halevi—
Shoup [29] to impose such structure, at the cost of x addi-
tional rotated witnesses. This cost stays lightweight because
we show that the rotated witnesses need not be committed as
their openings are derived virtually from the witness itself.
Once the relation is cast in parallel form, the reduction of
the element-wise product relation applies as before.

4.3.1. Reduction of General Circuits. Since the circuit
has no native parallelism, x now plays the role of a block
size. Assuming x | n and writing m := n/k, we divide
the witness into m blocks of length x and pack each
block into one large-ring element, whereas in SIMD and
MIMD we divide the witness into x blocks of length m
and pack the elements of the same index across differ-
ent blocks. More specifically, writing the j-th block as
wli) = (Wjry - Wei1y—1) € R* for j € [m], we pack
it as 1, := ¢(w)) € S, which produces a packed witness
W € 5™ exactly as in SIMD and MIMD but from a different
grouping. This consecutive grouping comes at a price: the

linear relation no longer commutes with packing, which we
resolve with the diagonal-order trick of Halevi—Shoup [29].
We reduce the multiplication and linear sub-relations in turn.

Multiplication relation. Let a = Aw, b := Bw, ¢ =
Cw € R™. We pack them into a, b, ¢ € S™ the same way
we pack w, by grouping consecutive blocks together, which
reduces aob = cto aob = ¢+&™in §™ with e™! € RYT,
Though the packing is different, this is still essentially the
same as SIMD and MIMD since the multiplication relation
is fully parallelizable.

Diagonal trick. For @ € R" and ¢ € [x], define the cyclic
rotation 10t¢(€); := T(;4¢) mod x- FOr @ Kk X K matrix M,
its (-th cyclic diagonal d©) € R* is d\") :=
and

Mi, (i+£) mod k>
_ @ .
Mz Zée[m] d'" oroty(x) in R", (1

since (Ma); = >2cp
) mod  rewrites the sum as -, at?

decomposition replaces k>
element-wise products.

M; ;xy and reindexing i' = (i +
- rotg(x);. The
scalar products with « length-x

Linear relation. Partition A € R™*" into a grid of blocks
AU*) ¢ R#¥% for j k € [m] with Av(jz’,k) = Ajxti, kntirs
matching the block partition of w. The j-th block-row of the
product is then a sum of small block matrix-vector products
(AW); = D iciml AUR)wF) each a k x K block times
a length-x vector. We handle each block with the diagonal
trick (1), which rewrites AU-Fw(¥) as a sum over the x
diagonals of element-wise products d(“7*) orot,(w(*)), and
then we pack each element-wise product into a single large-
ring product plus an error using the reduction of Section 3.3.

For each diagonal index ¢ € [x], we pack the block
diagonals into a packed diagonal matrix ]f)ff) e gmxm
where (f)ff))j,k = ¢(d“9"), and also pack the rotated
witness into p(¥) € S™ where (p9); = ¢(roty(wk)).
The linear relation then collapses to

N () _ s A s gm
ZZE[K]DA p a+é’ inS™,

with é4 € Rg"r. In effect, the original n x n matrix-vector
product shrinks to an m x m one over the large ring S
similar to MIMD, but at the price of an outer sum over
such rotated matrices and witnesses. The similarly packed
]5;“, DY and the same rotation vectors p) give b, ¢ with
errors é2,éC.

The packed diagonals are public and sparse since each
nonzero of A lands in exactly one diagonal entry, resulting
in the same sparsity.

Rotation relation. The rotation vectors must be the genuine
block-wise rotations of w:
R = {(2,9) € S xS | §=o(rote(¥(2))) },

applied to (g, (p9))s) for every k € [m] and £ € [x].



4.3.2. PIOP for General Circuits. Following the Spartan-
style PIOP, we encode the length-m vectors as multilin-
ear extensions over {0,1}* (so m = 2*) and apply the
sumcheck protocol. As in MIMD, the image checks on
Ww,a,b, ¢ and the kernel checks on é4,é5, %, ™! are
deferred to the PCS. Moreover, the polynomial oracle of
each rotated witness p(*) is derived virtually from the oracle
of the original witness W, so the prover never commits to

any of them.

Protocol 4.2: PIOP for RRICS (general circuit)

Public input: sparse packed diagonals
D%),Dg),D(CD € S™*™ for £ € [k], m =n/k.
Witness: w € R™.

1) Reduction. P computes W,d,f),é and the errors
é4,éB éC e™! and sends their polynomial oracles
to V; the rotation vectors f)“) are virtual, derived
from w.

2) Multiplication check. V sends a challenge T < E*,
and P and V run a degree-3 sumcheck (Theo-

rem 3.11) on

g1(z) = eq(T, ) (&(x)f)(m) —é(x) — ém“h(x))7

to reduce the claimed sum ) g1(z) = 0 to evalu-

ations of a, b, é,é™" at r,, where r, < E*.

3) Linear check. V sends batching challenges
Ya4,7vB,Yc 4 FE, and P and V run a degree-2
sumcheck on

~ (e ~ (2
20 = (74D + 5 DY

A (0 A
+9e¢DD) (4, y) 59 (1),
to reduce the claimed sum Zy 92(y) = vala +

éA)(rx) + vB(b + éB)(rw) + yo (¢ + ec)(rar) to
evaluations of ﬁ%),ﬁg),ﬁg) at (ry,ry) and pH)
at r,, where r, < E¥.

4) PCS queries. V queries w(r,) and queries each
rotated p(¥)(r,) virtually, which also discharges the
rotation relation; queries a, l;, é, el eB eC emilt ot
T.; evaluates the sparse diagonals f)%),f)g),f)g)
at (ry,7r,). The queries also check w,a,bé €
Img(¢)™ and &4, eB,é¢, em™! ¢ Ker(y))™ by the
free submodule check of Section 5.2.

Cost summary. The general reduction commits the same
eight oracles as MIMD: as we show in Section 5, the &
rotation vectors p(¥) are virtual, derived from W without
sending the actual polynomial oracles. The only extra work
over MIMD is the linear check’s outer sum over the x
packed diagonals D®); but these are collectively as sparse
as a single matrix, carrying only nnz(A) = O(n) nonzeros,
so verification stays near-linear in the circuit’s sparsity.

4.4. Making the Verifier Sublinear

In the non-holographic setting, the verifier time is lin-
ear in the worst case, as it needs to process the circuit.
Specifically, the verifier evaluates A, B, C at a random point
(ry,7y) in our schemes. The verifier can be made sublinear
in the holographic setting with preprocessing. Following the
approach in [39], since the circuit is of sparsity ¢t = O(n),
the prover can commit to the sparse representations val(-),
row(-) and col(-) of M € {A,B, C} such that M (z,y) =
>ijeim) Mij-ea(bin(i), z)-eq(bin(j), y) = >y py val(k)-
eq(bin(row(k)), z) - eq(bin(col(k)), y), where val(z) stores
the z-th nonzero value of the sparse matrix M with row(2)
denoting its row index and col(z) denoting its column index.
Given this sum form, the prover can reduce the verifier’s
opening of M (r,,r,) by running the sumcheck protocol
over rings for 3. ) val(2)-hcol(2) - hrow(2), to the opening
of val(z), hyow(2) and heo(z) with additional memory
checking constraints that h,ow(z) = eq(bin(row(z)),r;)
and heoi(z) = eq(bin(col(z)),r,). As observed by Wei
et al. [42], permutation arguments based on the sumcheck
protocol proposed in HyperPlonk [17] can be extended to
Galois rings. We can apply this approach to perform the
memory checking, resulting in a sublinear-time verifier in
the holographic setting. We omit the details due to the space
limit.

5. Polynomial Commitment Scheme over Rings

Galois-ring SNARKSs need a multilinear polynomial
commitment scheme over Galois rings in order to compile
Galois-ring PIOPs into succinct arguments. Because Galois
rings retain much of the algebraic structure of finite fields,
a PCS based on interleaved codes like [5], [13], [27] can
be adapted to Galois rings with minor changes. We review
this construction in Protocol 5.1, where the lines in black
are the standard PCS over rings and the colored lines denote
our additional checks that will be explained below.

Let f € S[Xy,...,X,] be the multilinear polynomial
to commit, represented by its N := 2# evaluations on the
Boolean cube {0,1}*. Fix a factorization N = kjk into
a row count k; and a column count ko, both powers of
two; an [n, k2] linear code C over S of rate p = k2/n and
relative distance 0 = dpin(C)/n; and a query budget ¢. The
prover reshapes the N evaluations of f into a row-major
matrix M € S >*k2 where M; ; := f(bin(é) || bin(j)) for
i € [k1], j € [k2], whose rows my, ..., my, € S*2 are the
messages to be encoded.

Protocol 5.1: Interleaved-Code PCS over Rings

Public parameters: an [n, k3] linear code C over S;
row/column counts k1, ko with k1 ko = N; query budget
t.

Input: multilinear f € S[X;,...
2# evaluations.

Commit.

1) P arranges the evaluations of f into M € Skixk2

, X,] given by its N =




and encodes each row, u,; := Enc(m;).

2) P sends an oracle to the n columns of U =
(ui)ié[kl]'

Open.

1) V samples and sends r <— EF1; P sends the message
T =Y T € Sk

2) V parses the evaluation point z = (zg, z1) and sends
zo; P sends m* := 3,y eq(bin(i), z9) L(m;) €
Sk2 where L is the intra-symbol linear operator.

3) ¥V samples @ C [n], |Q| = t, and queries the
columns {U. ;}jeq-

4) V re-encodes and checks Enc(m’”); = >, 7iu;
and Enc(m?); = ). eq(bin(i), z9) L(u; ;) for all
Jjeq.

5) Submodule check: V checks that each opened entry
UpjeVioralielk],je@ where VC Sisa
complemented submodule.

6) V outputs the evaluation
(m?, (eq(bin(j), 21));e[k,) if all checks pass.

Protocol 5.1 is constructed as an interactive oracle proof.
The prover commits to the encoded matrix as an oracle that
the verifier queries at ¢ column positions. We instantiate the
oracle by a Merkle-tree vector commitment over a collision-
resistant hash, and apply the Fiat—Shamir transform to make
it non-interactive.

However, two obstacles still stand in the way of building
an efficient PCS over Galois rings and using it to compile
our PIOPs into a full SNARK: the PCS’s performance
depends largely on the underlying linear code, while the full
SNARK additionally requires image, kernel, and rotation
checks on the committed values, as we discuss below:

« Lifting linear codes to Galois rings is both intellectu-
ally and concretely costly. Each lift, whether from binary
to a field [4] or from a field to a Galois ring [42], requires
a new and nontrivial distance analysis. Properties of Ga-
lois rings such as zero divisors may introduce additional
challenges to the analyses. Moreover, concretely speaking,
the lifted encoder often relies on multiplications between
Galois-ring elements, resulting in high encoding overhead.

o Multiplicative packing hides structure from the PIOP
layer. Packed elements are constrained to lie in a fixed
submodule of the ambient Galois ring such as an image,
a kernel, or a rotation orbit. Since the PIOP layer treats
each committed value as opaque and fails to utilize its
inner properties, it can only enforce such constraints via
additional checks with high overhead (e.g., the image
check in [16], [31]).

We resolve both issues in a unified paradigm. First, we give a

black-box transformation that lifts any binary linear code to

a Galois-ring code, preserving its rate and distance as well as

avoiding any Galois-ring multiplication. Second, we observe

that the PCS, unlike the PIOP layer, has direct access to the
committed data. Combined with the structure of our lifted
code, this access allows the PCS to prove the constraints of

lift

binary code Ca LN Cor — CGR ok 4 Enc
same rate and distance (Thms. 5.1-5.2)
submodule-distance preserving (Thm. 5.6)
U = Enc(M
M ni< ) committed
Bie il C d} : image check:
—_— Z g (c iii: : opened column
alblcld! 1€ Img(¢)?
. L
Ly Ly L
e e B R I \
: ——+— Enc blcldla virtual opening: ;
H,*,#j‘___> Z 2 g apply L, to !
I B opened column :
1 aaa L] blcldla ‘
1L;(M) L,(U) never committed ,‘

Figure 4. Image check and virtual opening. The prover commits only to
U = Enc(M). The image check tests whether opened columns lie in
Img(¢). Since Ly o Enc = Enc o Ly, applying L, to an opened column
of U opens the never-committed L,(U).

the packed elements essentially for free. That is, to check
that all evaluations that define the polynomial are in Img(¢)
or Ker(v), the verifier just needs to check that this is true
for every opened element, as in Step 5) of Protocol 5.1.
To check a rotation on the packed elements, or any linear
operator, the verifier simply performs this operation on the
opened elements before running the consistency test, as in
Steps 2) and 4) of Protocol 5.1. See Figure 4, Section 5.2
and Section 5.3.

5.1. Lifting Binary Linear Codes to Galois Rings

The lift from a binary linear code to a GR(2¥, d)-linear
code proceeds in two stages:

Fy — Zoxw — GR(2%,d).

The first stage lifts a binary linear code to a Zqx-linear code,
preserving its relative distance exactly, and the second stage
extends it to GR(2¥, d) with the same parameters. The sec-
ond stage also yields the submodule-distance preservation,
see Theorem 5.6. The technique can be generalized to any
linear code over a prime field F), lifted to Z,~ and then
to GR(p*,d). We leave the proof to the full version. In
this section, we set p = 2, as binary linear codes are the
most common class of error-correcting codes and match the
integer ring Z/2*7 we aim to support.

From Ty, to Z,.. Given the generator matrix G €
{0,1}™%F2 of a binary code, we lift it to Zox by viewing
the values as Os and 1s in Zgyx, and we abuse the notation
and use G € Z;L,f]” to denote the generator matrix. The

encoder Encyr : Zgi — 73, encodes m to G m mod 2*,
whose image is the code Cor := Img(Encyx).

Theorem 5.1 (Binary lift). If Encs is injective, then for
every k > 1 the encoder Encyr is injective and

dmin (CQK> = dmin(c2)7

so that Cyr has the same rate and relative distance as Cs.



From Z,x to GR(2%, d). Set R := Z,x and S := GR(2*, d),
a free R-module of rank d (Section 3.1.3) with R-basis
Bi, ..., Bq. Acting by the same generator G € Z"**2 gives
the S-linear encoder Encg : S¥2 — S™ that encodes m to
Gm, with image the code Cg := Img(Encg).

Theorem 5.2 (Galois ring lift). If Encor is injective, then
the encoder Encg is injective and

dmin (CS') - dmin (CQk )7
so that Cg has the same rate and relative distance as Cox.

Remark 5.3 (Relation to extension codes). Stage 2 can be
viewed as a generalization of the extension-code construc-
tion of [22], which reuses the generator of a code over a
field K to encode symbols in a K-vector space V. We
apply it over a ring, with K replaced by R = Zqyr and
V by the free R-module S. Because S is free over R, the
basis decomposition is unique, so the same slicing argument
and distance bound carry over. Stage 1 is different, because
Zor is not an Fo-vector space and the slicing argument does
not apply, so there we use the 2-adic valuation argument of
Theorem 5.1 instead.

Combining Theorems 5.1 and 5.2 gives the full lift. The
proofs are presented in Appendix B.

Encoding timing. The lifted encoder Encg(m) = Gm
runs the binary encoder over S, using only additions and
R-scalar multiplications of S-elements, but not any Galois-
ring multiplications. Each such operation is d operations
over R = Zsr, so a binary encoder of 7' operations lifts
to T'd operations over R. In particular, a linear-time binary
encoder stays linear-time over S.

Instantiation. We instantiate the binary code with the
Repeat-Accumulate-Accumulate (RAA) code of Blaze [13],
whose encoder only involves repetitions, permutations and
additions. By Corollary B.1, the lifted encoder is exactly this
RAA algorithm over S in place of Fo, inheriting the binary
minimum distance. There is no ring-specific modification
such as the alphabet randomization of prior lifts [4]. It runs
in linear time and uses neither a Galois-ring multiplication,
unlike [42], nor an NTT, unlike [31].

5.2. Submodule Checks Are Free

Motivated by the kernel and image checks of Section 3.3,
we introduce the submodule check for verifying that com-
mitted values lie in some V' C S, where V is a submodule.

To utilize the error amplification from the linear code,
we collapse V' to zero via a quotient map, so that any
value outside V' becomes a nonzero coordinate of a quotient
code. The minimum distance of that code then amplifies
a single violation into én violations, which a few random
column queries detect. We show that for the lifted code
of Section 5.1 the quotient code inherits the full minimum
distance, so submodule membership can be checked for free
by checking that the opened columns lie in V' with only a
minor soundness loss.

5.2.1. Quotient Code. For a vector ¢ € S™ and a sub-
set V. C S, define the V-weight as Ay(c) = #{j €
[n] : ¢;j ¢ V}. Taking V' = {0} recovers the ordinary
Hamming weight. To analyze the V-weight Ay (¢) using
coding theory, we want to recast “coordinate lies in V”
as “coordinate is zero in some companion alphabet.” The
quotient S/V supplies this companion where ¢; € V if
and only if ¢; +V = 0 in S/V. Applied coordinate-
wise, every codeword of Cg maps to a vector in (S/V)",
and counting out-of-V" coordinates of the original becomes
counting nonzero coordinates of its image. A lower bound
on the ordinary Hamming weight of these nonzero images
then gives a lower bound on the V-weight, which we make
precise in Lemma 5.5.

Definition 5.4 (Quotient code). Let V' C S be an R-
submodule of S = GR(2*,d), with R := Zgx, and let
7w : S — S/V be the quotient map with coordinate-wise
extension 7" : S™ — (S/V)". The quotient code of Cs by
V is the image

Cy == 7"(Cs) = {n"(c):ceCs} C (S/V)"

To make Cy a code generated by the same G, the
encoder must respect the R-submodule V, that is, satisfy
the closure condition G V52 C V™, This holds automat-
ically for our lifted code, whose generator G has integer
entries: each coordinate (Gm); = } . G;;jm; is then an
integer combination of the entries of m, and a submod-
ule is closed under integer combinations, so m € V2
forces Gm € V™. Closure lets Enc descend to the R-
linear quotient encoder Enc : (S/V)k2 — (S/V)"™ with
Enc(m + V*2) := Gm + V", again generated by G but
over the quotient alphabet, and Cyy = Img(Enc).

We first demonstrate the usefulness of the quotient code
by providing Lemma 5.5. Since ¢; € V' if and only if ¢; +
V =01in S/V, the V-weight equals the ordinary Hamming
weight of the quotient image, Ay (Enc(m)) = A(Enc(m+
V*2)) for every m € S*2. A lower bound on the V-weight
is therefore the minimum distance of Cy .

Lemma 5.5 (V-weight lower bound). For every m ¢ V2,
if the quotient encoder is injective then Enc(m +V*2) £ 0
and

AV (Enc(m)) Z dmin (Ev) .

We then show that the quotient code preserves the
relative distance of our lifted code. The quotient can only
reduce the minimum distance, din(Cy') < dmin(Cs), and in
the worst case reduces it to zero: if some nonzero codeword
of Cs lies entirely in V", then duyin(Cy) = 0 and the
submodule check is vacuous. No such collapse occurs for
our lifted code once V' is complemented (Definition 3.9), a
direct summand S = V & W rather than a mere submodule.

Theorem 5.6 (Submodule-distance preservation). Let V C
S be a complemented R-submodule of S, and let Cs be the
lifted code of Section 5.1. Then

dmin (zV) = dmin (CS ) .



See Appendix B for the proof.

Since the multiplicative packing yields the direct-sum
decomposition S = Img(¢) @ Ker(¢)) as R-modules shown
in Lemma 3.13, both Img(¢) and Ker(y)) are comple-
mented, giving the following corollary:

Corollary 5.7 (Distance preservation for the image and ker-
nel submodules). For the lifted code Cg, dmin(amg(@) =
dmin (@Kerw)) = dmin(C2). In particular, for V €
{Img(¢), Ker(¢)}, every Enc(m) with a coordinate outside
V' has at least on coordinates outside V.

5.2.2. Free Submodule Check. The submodule check in
Step 5) of Protocol 5.1 comes at no cost. The verifier
already opens ¢ random columns of U; to certify that every
committed value lies in a complemented submodule V, it
additionally tests U; ; € V on each opened entry. In a
basis adapted to V, this checks that the complementary (V-
component) coordinates of each opened element vanish, so
it uses no ring operations and adds nothing to the proof
beyond the columns already opened.

Soundness combines the two halves of this subsection.
The proximity gap (Theorem 3.10) first ensures that the
committed columns are close to a unique codeword. Instan-
tiating the V-weight bound of Lemma 5.5 at that codeword
lower-bounds the number of its coordinates outside V' by the
quotient distance dpi,(Cy/), which Corollary 5.7 evaluates
to on. A committed row that leaves V' therefore leaves it in
at least on coordinates, of which proximity hides at most e,
so the ¢ random columns still expose the violation with over-
whelming probability. Here V' is either the image Img(¢)
or the kernel Ker(v), the two memberships the PIOP layer
needs; throughout, fix the proximity radius e := |dn/3].

Theorem 5.8 (Soundness of the interleaved-code PCS with
submodule check). Let C := Cg be the lifted [n, ko]-linear
code of Section 5.1 with relative distance 0, and let V be
either Img(¢) or Ker (). For the interleaved-code PCS of
Protocol 5.1 with the submodule check on V' and challenges
drawn from E*', the testing, submodule, and evaluation
checks have soundness errors

e < (1= )"+ 1, -3

€subs €eval S ( 3
and the overall soundness error is € < €51 + €sup + €eval-

We present the proof in Appendix B.

Remark 5.9 (Submodule check is free). In Theorem 5.8,
the testing error €y = (1 — 6/3)" dominates. For the RAA
code with 6 = 0.19 used in Section 6, the query budget
is t = 1060. The testing error is €py ~ 2100 while the
submodule error (1 —25/3)* ~ 27207 is much smaller and
absorbed by it. The submodule check thus needs no extra
column openings and is free.

5.3. Virtual PCS Are Free

The general-circuit reduction of Section 4.3 introduces
the rotation relation R'', whose naive treatment makes the
prover commit to & auxiliary rotated witnesses p() and

prove their consistency. To avoid this, we provide a stronger
tool that generalizes beyond rotations: the virtual PCS. For
any public R-linear map L : S — 5, a single commitment
to u € S™ under Protocol 5.1 also acts as a commitment to
L(u), the vector obtained by applying L to each coordinate
of w, so the verifier can open L(w) without the prover
ever committing to it. Each rotated witness is then derived
virtually from the single commitment to the original witness,
at no extra cost.

The prover commits once to w € S™ under Protocol 5.1.
Fix a public R-linear map L : S — S; fixing the R-basis
B1,...,Pq of S identifies L with its matrix L € R*?,
which acts on a single symbol and on © € S™ coordi-
natewise. The virtual commitment to L(u) is the original
commitment to u together with the public tag L. To open
the j-th coordinate of L(w), the verifier opens u; from the
original commitment and applies L locally, obtaining L(u;);
the prover supplies no value of its own. Each virtual opening
thus costs one original opening and one application of L.

Lemma 5.10 (Encoding commutes with R-linear trans-
forms). For every m € S*2 and every R-linear map
L : S — S applied coordinatewise, L(Encg(m)) =
Encg(L(m)).

Proof. Decompose m = Y, B, m with m© € Rk,
Since G has integer entries, Encg(m) = Y, 8, (Gm).
Apply L coordinate-wise; writing L(8¢) = ) as¢ Bs with
as¢ € R, and using that L commutes with multiplica-
tion by R-scalars, L(Encg(m)) = >, L(B¢) (Gm®)) =
3. Bs G asem®). The s-th basis slice of L(m) is
(L(m))®) = 3", asem®, so the right-hand side equals
Encg(L(m)). O

Lemma 5.11 (Proximity transfer). Let L : S — S be an
R-linear map applied coordinatewise. If A(u,c) < e for
u,c € S", then A(L(u),L(c)) <e.

Proof. For every j, if u; = ¢; then L(u;) = L(c;). Hence
supp(L(u)—L(c)) C supp(u—c), and the bound on Ham-
ming distance is preserved (no injectivity assumed). O

Theorem 5.12 (Virtual PCS soundness). Let Cg be the lifted
code of Section 5.1 and L : S — S a public R-linear map
applied coordinate-wise. Protocol 5.1 is a sound PCS for the
virtual polynomial L(f), obtained by applying L to every
evaluation of f over the Boolean hypercube.

See Appendix B for the proof. We use this to per-
form the rotation check of the general-circuit reduction.
Block rotation is itself R-linear on the packed witness:
let Ly : S — S be the fixed public R-linear map with
Lo(¢p(x)) = ¢(rote(x)) for every block & € R", so that the
rotated witness is p() = Ly(W). Applying Theorem 5.12
with L = L,, the single commitment to W already serves as
a commitment to each p(): when the PIOP queries p“)(r,),
the verifier opens W at the queried columns and applies L,
locally. Since p(*) is bound to Ly(W) rather than chosen
by the prover, it is the genuine block rotation of W, so
the rotation relation R'$' holds by construction and the &
rotation witnesses need no extra commitments.



5.4. SNARKSs over Rings

Compiling the PIOPs of Section 4 with Protocol 5.1
yields our main theorem.

Theorem 5.13. Let (p,¢) be a degree-2 multiplicative
packing from R = 7./2%7 to S = GR(2*,d) with d = ©()\),
let Cs be the lift (Section 5.1) of a linear-time encodable
binary code with constant rate and relative distance, and
let H be a hash function modeled as a random oracle.
Compiling the PIOPs of Section 4 with Protocol 5.1 over Cg
via the BCS transformation [7], which uses H for both the
Merkle-tree commitments and the Fiat-Shamir transform,
vields transparent SNARKs for R%MD, RYUMD qnd Rigcs
in the random oracle model. For an RICS of size n, the
prover performs O(n) operations over S and hash evalu-
ations, and the proof size is Ox(\/n). After an O(n)-time
holographic preprocessing (Section 4.4), the verifier runs in
time Ox(y/n); without preprocessing, it runs in time O(n).
Standard zero-knowledge compilers [19], [20], [45] turn
these SNARKs into zkSNARKs with the same asymptotic
costs.

We sketch the proof of Theorem 5.13 in Appendix B.

6. Implementation and Evaluation

We have fully implemented our SNARK system over
integer rings, NENYA, and we benchmark its performance
in this section.

6.1. Implementation and Settings

NENYA is implemented in Rust and consists of 9,875
lines of code, including the reductions and PIOPs in Sec-
tion 4 and the PCS in Section 5 with image, kernel, and
rotation checks. We implement most components ourselves,
such as the ring arithmetic, but some of the implementations
use arkworks [6] and Plonky3 [2] as references. Experiments
were executed on an AWS c7i.48xlarge machine (192
vCPUs), in both single- and multi-threaded configurations.

Ring arithmetic. NENYA operates over the Galois ring S =
GR(2%,128) lifted from the base ring R = Z/2*Z with k
chosen from {8,16, 32,64} using a multiplicative packing
with packing size x = 32. This is not the best possible
packing ratio for degree-2 RMFEs, but it is efficient and
convenient to make « and d powers of 2. We present the
detailed construction of the multiplicative packing in the
full version. Base ring arithmetic over Z/2*Z is native to
the hardware with k-bit integer types, thus additions and
multiplications modulo 2 incur no extra cost. Additions
over S are implemented coordinate-wise over R and are
cheap, whereas multiplications over S require polynomial
products over R and thus are the dominating cost.
Compared with arithmetic over the degree-4 extension of
the BabyBear field from the Plonky3 library [2], one Galois-
ring addition that processes all 32 packed instances of
7./2327, at once is about 7.8x faster than 32 field additions,

and one Galois-ring multiplication is about 1.2x faster than
32 field multiplications. See the full version for more details.
Multiplications over S are implemented using the naive
algorithm with complexity quadratic in the bitlength, which
we find faster than the number-theoretic transform algorithm
in this regime. The comparison with field arithmetic is a
concrete sign of the hardware-friendliness that motivates
Z/2*7Z SNARKs, where the compiler and hardware can
optimize ring computations directly.

Parameters. We target A = 100 bits of security and use
the RAA code at rate p = 1/4 with relative distance
6 = 0.19 [13]. The Merkle tree commitments and the Fiat—
Shamir transform use BLAKE3. The witness is committed
as a k1 x ko matrix with k1ko = N, and the verifier opens
t = 1060 columns according to Theorem 5.8. The proof
carries ko + t k; ring elements, minimized at k1 = /N/t
and ks = V/Nt; for N = 220 this rounds to a matrix of
dimension 2° x 21°.

Optimizations. In the RICS reductions, the error terms are
essentially quotients, which we compute faster using the
quotient decomposition of [47] with preprocessing. Poly-
nomial commitments opened at the same point are stacked
into a single commitment and opening [17], as we observe
that it can amortize the number of opened columns and
concretely reduce the proof size of the PCS. Moreover,
because the encoding preserves the 32-dimensional image
space and the 96-dimensional kernel space, the committed
matrices admit a sparse representation, so although MIMD
and general conceptually commit six additional polynomi-
als, they concretely pay for only three in proof size and
prover time. For the sumchecks, we apply the optimization
of [28] so that the multiplication check sends only degree-2
polynomials in each round, similar to the linear check. We
represent these polynomials by their evaluations at 0, 1, and
oo. The evaluation at oo is just the leading coefficient and
thus is free. This helps more over rings than over fields: a
field’s cheap third point 2 is unavailable over .S, where it
must be replaced by an expensive evaluation at a 7 point.

6.2. Experimental Evaluations

We aim to answer the following three questions in the
evaluations of NENYA:

QI: What is the performance of NENYA under different
parameters with our new techniques and optimizations?

Q2: How does NENYA compare to SNARKSs over large
finite fields and prior SNARK schemes over integer
rings?

Q3: For computations that are native to fixed-width integers,
what is the improvement of NENYA over SNARKSs over
finite fields?

6.2.1. Performance of NENYA and Comparison with
Field SNARK. Figure 5 reports the multi-threaded prover
time and the proof size from 2!° to 225 R1CS constraints
for the three computation models of Section 4 over 32-bit
integers. We also compare the performance with a SNARK
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Figure 5. Multi-threaded end-to-end performance of NENYA across the three computation models versus a field SNARK of the same design.

over a finite field of the same design—the same PIOP based
on Spartan [39] and PCS using the RAA code over the
degree-4 extension of the BabyBear field, without packing,
submodule checks, or error terms'. At n = 225, for a SIMD
computation, the prover of NENYA runs in 4.8 seconds,
which is only 1.06x slower than the field SNARK on the
same number of constraints. This is because our free sub-
module and rotation checks (Section 5.2) remove the dom-
inant ring-specific cost—what remains is the wider Galois-
ring arithmetic and the PCS of the error term, amortized over
K = 32 packed instances. The prover time for the general
computation is 34.6 seconds, as it commits extra witnesses
and performs the sumcheck protocol on a larger equation
with rotations (Protocol 4.2). The prover time for a MIMD
computation is 9.6 seconds. Single-threaded numbers are in
the full version, which shows similar ordering and gaps.
The proof size of NENYA is significantly larger than that
of the field-based SNARK, and this is completely due to the
larger element size of GR(232,128). For n = 229, the proof
size of NENYA is 10x larger than that of the field-based
SNARK on a SIMD computation, 25.6x larger for MIMD
and 38.4x larger for a general computation. Improving
the proof size of ring-based SNARKSs using multiplicative
packing is an interesting direction for future work.

Cost breakdowns. To better understand the performance of
NENYA, Table 1 shows the cost breakdown for n = 22°.
In prior SNARKS over rings via multiplicative packing, the
PCS dominates the prover time. However, thanks to our
lifted error-correcting code together with the free submodule
and rotation checks, our PCS is lightweight. Encoding,
Merkle hashing and opening with these checks together
constitute a small portion of the prover time. The prover time
is dominated by the PIOPs (the linear and product checks)
and, for the general model, by the packing reduction. By
contrast, the proof size is dominated by the PCS in all
schemes as its proof size is O(y/n), while the proof size
of the PIOP is O(logn).

1. This field-based SNARK is for a general computation. The perfor-
mance can be slightly improved for SIMD computations, but the gap is
much smaller than for NENYA, as both versions have the same number
and size of PCSs and sumchecks.

TABLE 1. COST BREAKDOWN OF NENYA OVER Zg32 FOR 1 = 225 AND
THE FIELD-BASED SNARK (MULTI-THREADED).

Field SIMD MIMD General

Prover time (s)

Reduction — 0.16 1.00 12.70
eval 1.26  0.71 0.90 2.58
PIOP linear 0.37 0.16 0.14 5.36
mult 2.23 1.83 2.35 4.76

encode 0.46 1.54 4.53 7.17
PCS  Merkle 0.07  0.10 0.26 0.38

open 0.13 030 0.41 1.63
Total 453 480 9.60 34.59
Proof size (MB)
PIOP 0.003 0.065  0.065 0.097
PCS 383 524 1523 237.0
Total 383 524 1523 237.1
Verifier time (s)

eval 098 058 0.69 2.87
PIOP sumcheck  1.46  0.79 0.80 2.31
PCS 0.11 045 0.89 1.92
Total 255 1.82 2.37 7.09

We also present the verifier time of NENYA in Table 1.
Note that we did not implement the variant with a sublinear
verifier with preprocessing in the holographic setting. The
verifier time of all schemes is linear in n. However, as shown
in the table, the verifier time is completely dominated by the
PIOP, namely evaluating polynomials defined by A, B, C' at
a random point. The result justifies that with preprocessing,
the verifier time can be made sublinear and fast in practice,
unlike prior works.

Moreover, we vary the base word size of the integer ring
in NENYA and show the performance in the full version. A
smaller word size makes the Galois-ring operations cheaper,
thus improving the prover time and the proof size. For R1CS
over 8-bit integers for SIMD and MIMD computations, the
prover is even faster than that of the field-based SNARK.

6.2.2. Improvement over Prior Work. Figure 6 compares
NENYA with the SNARK scheme over rings using RMFE
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Figure 6. NENYA vs. the prior RMFE-based ring SNARK [31]. £ = 16;
dotted: extrapolated.

in [31]. The numbers are obtained from the paper, which
sets k = 16. Due to the high overhead of enforcing the
image and kernel checks and the inefficient reductions from
7./2*7 to the Galois ring, the scheme can only scale to
n = 210 constraints. We estimate the performance for large
RICS via extrapolation with an O(nlogn) prover time. As
shown in the figure, NENYA’s prover is at least four orders
of magnitude faster than that of the scheme in [31]. Our
proof size is about 6-7x smaller.

6.2.3. Native Integer Computations. Finally, we demon-
strate the advantages of NENYA on a computation that is
native over fixed-width integers. The computation consists
of the PNG image filtering algorithms. The PNG Sub and
Up filters predict each byte from a neighbor and store the
residue Filt[z] = Orig[z] — pred[z] mod 256, where pred
is the byte to the left (Sub) or the byte above (Up). We
prove that a batch of 32 grayscale images was correctly
filtered—the raw bytes Orig private, the filtered bytes Filt
public—through the inverse recurrence Orig[z] = Filt[x] +
pred[z] mod 256. The batch of 32 maps onto the SIMD
model (k = 32). The modular computation is implemented
natively over Zos, thus each byte incurs a single constraint.
By contrast, for a field-based SNARK, the RICS has to
emulate the modular reduction using bit-decompositions.
For each byte, it must emulate the reduction with a borrow
recurrence Orig + 256 - borrow = Filt + pred, an 8-
bit decomposition of Orig, and the attendant booleanity
checks—about 11 constraints per byte. Lookup arguments
can be used to improve the prover time, but the cost of each
lookup is still significantly larger than one R1CS constraint.

Figure 7 shows the comparison of the prover time.
Operating natively over Zss, NENYA’s prover is 12x faster
at an image size of 220,
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Additional Preliminaries

Definition A.1 (Zero-knowledge succinct non-interactive
argument of knowledge (zkSNARK)). Let R be a relation
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with public instance z and private witness w. A SNARK for
R consists of PPT algorithms (G, P, V) with the following
properties:

« Completeness. For any instance (z,w) € R

_ (Pk, vk) < G(17), | _
Pr|: V(z,vk,m) =1 7+ P(x,w, pk) ]_1

o Knowledge soundness. For any PPT adversary A, there
exists an expected PPT knowledge extractor £ 4 such that
the following probability is < negl(\):

Pr[ V(z, vk, 1) =1 (pk, vk) « G(11), }
Az,w) ¢ R | (75w) = (Al|€a)(z, Pk) |

o Zero knowledge. There exists a PPT simulator S such
that for any PPT algorithm V*, (z,w) € R, pk output by
G(1%), it holds that

Pr[r + P(z,w, pk) : V*(z,vk,m) = 1]
=Pr[r « SV (z,pk) : V*(x, vk, 7) = 1],

where S¥" (z) denotes that S is given oracle access to
V*’s random tape.

« Succinctness. The proof size || is sublinear in the size
of the relation R and the witness |w|.

Appendix B.
Deferred Proofs

B.1. Proof of Theorem 5.1

Proof. We first prove dpmin(Cor) is lower bounded by
dmin(C2). Let m € Zgi be a nonzero message, with values
in {0,1,...,2F —1}*2 Let a be the largest integer such that
2¢ divides every coordinate of m; since m # 0 (mod 2%),
we have 0 < a < k — 1. Write m = 2%m’ with at least one
coordinate of m/ odd, so that z := m/ mod 2 € ]F’g2 is
nonzero. By linearity, Encor (m) = 2°Gm’ (mod 2F).
Whenever the i-th coordinate of Ency(x) equals 1, the
integer (Gm'); is odd, and multiplying an odd integer
by 2 with @ < k cannot produce zero mod 2*. Hence
supp(Enca(x)) C supp(Ency:(m)). Since x # 0 and
Encsy is injective, A(Encor(m)) > A(Ence(x)) >
dmin(C2) > 1. In particular Encgr(m) # 0, so Encor
is injective; taking the minimum over nonzero m gives
dmin (CZk) > dmin (CQ)

We then prove dpin(Cox) is upper bounded by dpin (Ca).
Choose = € F52 with A(Ency(x)) = dumin(Ca), lift it
coordinate-wise to a {0, 1}-integer vector, and set m :=
281z € ZF2. Then Encyr(m) = 2F-! Gz (mod 2¥),
and for any integer b, 2°=1b # 0 (mod 2¥) if and only if
b is odd. Hence the nonzero coordinates of Encyr (m) are
exactly the 1-coordinates of Encs(x), so A(Encyr(m)) =
dmin (C2> and dpin (C2k> < dmin(c2)- O

B.2. Proof of Theorem 5.2

Proof. Every m € S*2 decomposes uniquely as m =
S, Bem® with m® € R*>. Since G has integer entries
acting on S via its R-module structure, encoding commutes
with the decomposition: Gm = 23:1 Be (GmY). By
uniqueness of the basis expansion, for each coordinate j,
(Gm); = 0 <<= (GmY); = 0 for every ¢, so
supp(Gm) = |J, supp(Gm?). In particular Gm = 0
forces every Gm(Y) = 0, hence every m(¥) = 0 since
Encyr is injective, so Encg is injective.

We first prove dpin(Cs) is lower bounded by dynin (Cor ).
If Gm # 0, pick ¢* with Gm(“) £ 0; then m(¢) ¢ RF>
is nonzero, so A(Gm) > A(GmU)) > dpin(Cor),
giVing dmin(CS) Z dmin (C2’C)

We then prove d,in(Cs) is upper bounded by dynin (Cox ).
Pick m* € RF2 with A(Gm*) = dyin(Cs+) and set m :=
B1m* € S*2. Then Gm = 31 (Gm*), and for any ¢ € R
the basis decomposition of ;¢ has c in the first slot and 0
elsewhere, so S1¢ = 0 <= ¢ = 0. Hence supp(Gm) =
supp(Gm*) and dpin(Cs) < dmin(Cor).

Corollary B.1 (Binary code to Galois-ring code). If Encs
is injective, then for k,d > 1 and S = GR(2¥,d),

dmin (CQ) = dmin (C2’~ ) = dmin (CS)7

so Cg has the same rate and relative distance as the binary
code Cs.

B.3. Proof of Theorem 5.6

Proof. Since V' is complemented, fix an R-basis 51, ..., 84
of S adapted to V: V = spanp{f, : £ € I} for some
I C [d], so S/V = R? Il via the complementary basis.
Decompose m € S¥2 as m = 30| Bym® with m(®) ¢
RF2; because G has integer entries, Gm = Y, 8, (Gm(®)),
so Enc(m); = 0 if and only if (Gm)); = 0 for every
(¢ 1.

We first prove dpin(Cy) is lower bounded by
dmin(Cs) = dmin(C2) (Corollary B.1). If m # 0 in
(S/V)k2, then m) # 0 in R* for some (* ¢ I,
SO A(Gm(e*)) > dmin(C2) by Theorem 5.1, and hence
A(Enc(m)) > dmin(Ca).

For the matching upper bound, pick any ¢* ¢ [
and m* € RF with A(Gm*) = dupin(Ca), and set
m := Bp-m* € S*2. Then Gm = B (Gm*), whose
basis decomposition places Gm* in the ¢*-th slot and
zero elsewhere, so supp(Enc(m)) = supp(Gm*) and
A(Enc(m)) = dumin(Co).

B.4. Proof of Theorem 5.8

Proof. The verifier accepts only when the testing, submod-
ule, and evaluation checks of Protocol 5.1 all pass. We
bound the prover’s success in three exhaustive cases and
take a union bound; throughout, z¢; := eq(bin(%), zo) are
the evaluation weights of Protocol 5.1.



Case 1: the interleaved matrix is far from the code,
ARt ({u;},Ck) > e. By the proximity gap (Theorem 3.10),
the combination ), 7;u; is e-far from C except with proba-
bility (e+1)/|E|. The verifier re-encodes m" to Enc(m") €
C, which is then e-far from ), r;u;, so the column check
Enc(m”); = 3, riu; ; fails on at least e 4 1 positions and
a random column catches it with probability > (e + 1)/n.
Hence g < (1—(e+1)/n) (e+1)/|E].

In the remaining cases {u;} is e-close to a unique
codeword tuple {c;} C C, and we split on the submodule
check.

Case 2.1: some c; ¢ V™. Its message m,; has a coordi-
nate outside V', so Lemma 5.5 lower-bounds the number of
coordinates of ¢; = Enc(m;) outside V' by the quotient
distance dpin(Cy), which Corollary 5.7 evaluates to dn.
Closeness A(u;,c;) < e leaves u; with at least on — e
such coordinates, each caught by a random column with
probability > § — e/n. Hence e < (1 — 8 + ¢/n)t.

Case 2.2: all ¢; € V™. The verifier re-encodes m~* to
u® := Enc(m?) € C. If u® # ), xo ;c;, the two codewords
dlsagree on at least dn positions, while matrix-vs-codeword
closeness gives » . xo;u; = » ., Zo,;c; on at least n — e
positions. The column check 4% =}, ¢ ;u;; then holds
on at most n — én + e positions, and a random column
catches the discrepancy with probability > § — e/n. Hence
eval < (1 =3 +¢/n)t.

Substituting e = [on/3] gives 1 — (e +1)/n <1-6/3
and 1 — 8§ +e/n < 1—26/3, with (e +1)/|E| < n/|E|
which are the bounds claimed.

For the knowledge soundness of the PCS, if the code has
efficient decoding, the witness can be decoded as the mes-
sage of the unique codeword that is close to the interleaved
matrix. Otherwise, one can apply the rewinding technique
of [27] to extract the witness. Our submodule and virtual
PCS checks do not affect the extraction.

B.5. Proof of Theorem 5.12

Proof. As in Case 1 of the proof of Theorem 5.8, the matrix
U is e-close to an interleaved code, except with probability
Erest- Let M™ be the message of the unique codeword that
is e-close to U. If m* # 3, eq(bin(i), z0) L(m]),

then Enc(m?) is at least 6far from Enc(L(m**)) =
L()Enc(m**) by Lemma 5.10. Then the probability that
Enc(m?);

= >, eq(bin(i), z9) L(u; ;) for all j € Q is at
most (1 —6 +e/n)t < (1 —2§/3)%.

O

B.6. Proof Sketch of Theorem 5.13

The correctness of the protocols follows from the defi-
nition of the multiplicative packing, the correctness of the
sumcheck protocol and the correctness of the PCS in a
straightforward way. The proof of knowledge soundness
proceeds in three steps: (1) extracting witnesses in the Galois
ring from the PCS with image, kernel and rotation con-
straints; (2) proving the soundness of the PIOP (sumcheck

protocol) over the Galois ring; (3) unpacking the witnesses
to obtain the witnesses over the base ring.

SIMD. By Theorem 5.8, there exists an extractor that
extracts w € Img(¢),é gmult € Ker(y) such that their
polynomial evaluations are consistent with those queried
by the verifier from the polynomial oracles, except with
probability epes. Then by the soundness of the sumcheck
protocol (Theorem 3.11) over equations in Steps 2) and 3)
of Protocol 4.1, Aw o Bw = Cw + é™! except with
probability epiop. Finally, by applying ) to the equation,
Y(Aw o BW) = ¢(Cw). Since A,B,C € R"*" are
scalars, it implies Aw o Bw = Cw where w € R" is the
image of w by the definition of the multiplicative packing.
w is the extracted witness that satisfies REMP, except with
a negligible probability of €,cs + €piop-

MIMD. By Theorem 5.8, there exists an extractor that
extracts W,a,b,é € Tmg(¢), ™ é4 &P éC e Ker(v)
such that thelr polynom1al evaluatlons are consistent with
those queried by the verifier from the polynomial oracles,
with overwhelming probability. Then by the soundness of
the sumcheck protocol over the multiplication and linear
checks of the MIMD PIOP, a 2 b = é+ é™!' and
Aw = a + e Bw = b+ &8, Cw = ¢+ &%, with
overwhelming Aprobablhty. Finally, by applying v to the
equations, ¥ (Aw) = w(a), which implies A;w; = a;
for i € [k] where A;, w;,a; are the images. Likewise,
B,w; = b; and C,w; = ¢;, and a; o b; = ¢;. Therefore,
w is the extracted witness that satisfies R¥MP_ except with
negligible probability.

General RI1CS. By Theorem 5.8, there exists an extrac-
tor that extracts W, a,b,é € Img(¢), ™ é4, éP eC ¢
Ker(1)) such that thelr polynormal evaluatlons are consistent
with those queried by the verifier from the polynomial ora-
cles, with overwhelming probability. Then by the soundness
of the sumcheck protocol over equations in Steps 2) and 3)
of Protocol 4.2, aob = é¢+é™!t and > ]f)ff)f)(f) = a+eé4
with overwhelming probability (similar equations hold for B
and C). By Theorem 5.12, the virtual PCS guarantees p{*) =
Ly(W). Finally, by applying ¢ to the equations and due to
the diagonal identity in Equation (1), the left side unpacks to
Aw while the right unpacks to 1(a), such that @ = ¢(Aw).
Similarly, b = ¢(Bw), é = ¢(Cw). Therefore, the witness
w extracted from W satisfies (Aw) o (Bw) = Cw, which
is RRICS except with negligible probability.

Appendix C.
Ethics Considerations

This paper proposes a new efficient cryptographic pro-
tocol of zero-knowledge proofs over integer rings. It does
not involve security vulnerabilities, human subjects and live
systems. The new tool is unlikely to be misused to result in
harms.



Appendix D.
Meta-Review

The following meta-review was prepared by the program
committee for the 2027 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

D.1. Summary

This paper introduces Nenya, a new zkSNARK scheme
for RI1CS relations over Z/2*Z. There has been a long-
standing problem of how to make such a scheme concretely
efficient, and the paper is able to achieve it using RMFE.
The final protocol has linear prover time and sublinear ver-
ification/proof size, with the concrete performance numbers
being quite strong.

D.2. Scientific Contributions

o Creates a New Tool to Enable Future Science
o Addresses a Long-Known Issue
« Provides a Valuable Step Forward in an Established Field

D.3. Reasons for Acceptance

1) The paper provides an interesting and novel SNARKSs
mechanism, with a new Galois ring embedding and new
PCS.

2) Bit-vector friendly zkSNARKSs seem very valuable, and
this paper is a meaningful step toward having usable
7./2F7, SNARKSs, with important performance improve-
ments and interesting new techniques.

3) The feasibility of using RMFE to support integer rings
is known, but it was never made practical enough. The
fact that the proving time of Nenya is almost as fast as
proving over a prime field is an impressive result.

D.4. Noteworthy Concerns

1) The large proof size may prove an important limitation
in practice.
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